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1
Decision/action requested

This contribution proposes a new solution for non-standalone function for the AKMA architecture of TR 33.835.
2
References
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3GPP TS 33.220 Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)

3
Rationale

The Key Issue#1 is about Security anchor. The solution in this contribution proposes to use the AUSF as the Security anchor for specific AKMA services to provide AKMA capability. 
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.835.

***
BEGIN CHANGES
***

6.X
Solution <X>: Architecture with non-standalone function 

6.x.1
Introduction
This solution addresses KI#1, KI#2.
6.x.2
Solution details
6.x.2.1
Core Network elements and reference points

6.x.2.2.1          Core Network elements
The following NFs shall be involved in the AKMA architecture:

· Authentication Server Function (AUSF), and

· AKMA Application Function (AKMA AF) which is the certain kind of Application Function (AF), and

· Unified Data Management (UDM)/ Authentication credential Repository and Processing Function (ARPF)
The AUSF is acting as the authentication anchor that provides UE authentication services using the 3GPP AKA credentials and agree on session keys that are afterwards applied between UE and AKMA AF. The AUSF interacts with the UE over the Ub’ reference point. The AUSF and the AKMA AF using Service-Based Interface.

After AKMA authentication has been completed, the UE and an AKMA AF can run some application specific protocol where the authentication of messages will be based on those session keys generated during the mutual authentication between UE and AUSF. The AKMA AF interacts with the UE over the Ua’ reference point and whenever needed requests keying material from the AUSF via Service-Based Interface.

The UDM/ARPF stores the subscriber profiles and shall provide the authentication vector for AKMA only to AUSF. 

6.x.2.2.2           Reference points

The following new named reference points shall be included in the AKMA architecture:

· Reference point Ub’
· Reference point Ua’
· Service-based interface exhibited by AUSF Nausf

· Service-based interface exhibited by UDM Nudm

The reference point Ub’ is between the UE and the AUSF. Reference point Ub’ provides mutual authentication between the UE and the AUSF. It allows the UE to generate the session keys based on 3GPP AKA infrastructure.

The reference point Ua’ carries the application protocol, which is secured using the keys material agreed between UE and AUSF as a result of the AKMA authentication over reference point Ub’.

The Service-based interface Nausf is used by AUSF and AKMA AF. The AKMA AF shall fetch the key material from the AUSF based on the Service-based security mechanisms.

The Service-based interface Nudm used between AUSF and UDM/ARPF allows the AUSF to fetch the required authentication information. The interface is an intra-operator domain interface.
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Figure 6.x.2.1-1: AKMA reference architecture
6.x.2.2
Procedures

6.x.2.2.1
Initiation

Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF first have to agree whether to use the AKMA. When a UE wants to interact with a NAF, but it does not know if the NAF requires the use of shared keys obtained by means of the AKMA, the UE may contact the AKMA AF for further instructions (see figure 6.x.2.2.1-1). This is based on the GBA initiation procedure described in cl 4.5.1 of TS 33.220 [2].
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Figure 6.x.2.2.1-1: Initiation procedure
1. The UE may start communication over reference point Ua’ with the AKMA AF with or without any AKMA-related parameters.

2. If the AKMA AF requires the use of shared keys obtained by means of the AKMA, but the request from UE does not include AKMA-related parameters, the AKMA AF replies with a bootstrapping initiation message. The form of this initiation message may depend on the particular reference point Ua’.
6.x.2.2.2
Authentication

The authentication procedure is based on 3GPP AKA protocol in TS33.501. 
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Figure 6.x.2.2.2-1: Authentication procedure
1. UE request the AUSF triggers the AKMA authentication procedure by sending an AKMA authentication request to the AUSF via SEAF. The AKMA authentication is based on 5G AKA. The UDM/ARPF shall generate the Authentication Vector that is specific for AKMA authentication.
2. In case of success, the AUSF shall generate the Kakma based on Kausf. The Kausf is included in AKMA AV.
3. The AUSF forwards the Identifier and key lifetime in case of success to UE. The temporary identifier is used by the UE for subsequent Requests towards AKMA AFs as long as the validity period has not elapsed.

4. The UE shall generate the Kakma accordingly.

6.x.2.2.3
Procedure using key material after AKMA authentication

Once the UE has been successfully authenticated by the AUSF, the UE has the necessary keying material to establish secure communication with any AKMA AF. In order to do that, the UE derives the application key KAF using the AKMA AF identifier (FQDN) and possibly other parameters and supplies its temporary identifier to the AKMA AF. The AKMAAF then retrieves the application key from the AUSF.
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Figure 6.x.2.2.3-1: Procedure using key material after AKMA authentication

6.x.3
Evaluation
Editor’s note: The evaluation of the solution is FFS.
***
END OF CHANGES
***
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